FREE GUIDE

QUESTION SET - PRIVACY & DATA PROTECTION

Supplier privacy due
diligence questions

Eighteen questions to ask any supplier that will handle personal
information for you, covering data location, security, breaches, sub-

processors, deletion and AL
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When a supplier stores, processes or accesses personal information foryou, your
obligations under the Privacy Act do not transfer to them. Your organisation still has
to take reasonable steps to protect that information, and in some cases you remain
accountable forwhat the supplier does withit. Asking the right questions before you
sign, and atrenewal, is one of the simplest ways to show those reasonable steps.

Use these questions to start the conversation. The answers tell you where the risks are; they do not
replace a contractreview or a proper assessment of the supplier.

Datalocation and cross-border disclosure (APP 8)

Before disclosing personal information to an overseas recipient, an organisation must generally take
reasonable steps to ensure the recipient does not breach the Australian Privacy Principles. Under
section16C, the disclosing organisation canbe accountable for the overseas recipient’s acts that
would breach the APPs. The OAIC’s guidance explains that giving information to a cloud provider
purely for storage may be a use rather than a disclosure, but only where a binding contract limits the
provider, subcontractors are bound, and you keep effective control.

1. Inwhich countries will our data be stored, processed or accessed, including for support, backups
and disasterrecovery?

2. Canyou commit contractually to keeping data in a specified location, and will you tell us before
that changes?

3. Willyour staff or affiliates overseas be able to view our data, and in what circumstances?

4. Does the contract limit you to handling our data only on ourinstructions, and let us access, retrieve
and deleteitat any time?

Security (APP11)

APP 1l1requires reasonable steps to protect personal information from misuse, interference and loss,
and from unauthorised access, modification or disclosure. Since 11 December2024, APP 11.3
confirms that those steps include technical and organisational measures. The OAIC lists third party
providers, including cloud computing, as an area where reasonable steps are needed.

5. Whatindependent security assessments or certifications do you hold, and can we see the current
report or summary?

6.How is our data encryptedin storage andin transit, and who manages the keys?
7.How do you control and log staff access to customer data, and how oftenis access reviewed?

8. Is our datalogically separated from other customers’ data?
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Breach notification and cooperation (NDB scheme)

Where informationis held by more than one entity, an eligible data breach of oneis generally a
breach of each. The Privacy Act allows one entity’s assessment and notification to satisfy the
obligations of the others (sections 26\WJ and 26 WM), but if nobody notifies, each may be inbreach.
The OAIC suggests the entity with the most direct relationship with affected individuals should
usually notify them. You will usually need a supplier’s facts quickly to complete your own assessment
within 30 days.

9. How quickly will you tell us about a suspected incident affecting our data, and through which
contact?

.0. What information will you give us, and will you support our assessment of whetheritis an eligible
data breach?

1. Who will notify affected individuals and the OAIC if abreach occurs in your systems, and is that
agreedinwriting?

Sub-processors
.2.Which sub-processors or subcontractors will handle our data, where are they, and what do they
do?

3. Are they bound by obligations at least as protective as yours, and will you tell us before adding or
changingone?

Retention, return and destruction

APP11.2 requires reasonable steps to destroy or de-identify personal information once itis nolonger
needed fora permitted purpose. The OAIC notes this extends to backups and archived copies, and
that for cloud data you should instruct the provider and take steps to verify destruction.

4.Howlong do you keep our data, including backups and logs, during and after the contract?
5. Ontermination, how will you return our data, in what format, and how quickly?

.6. How will you destroy remaining copies, and what confirmation will you give us?

Aluse of yourdata

The OAIC’s guidance on commercially available Al products recommends checking service terms
and settings to see whether a developer can access input or generated data, including for training,
and warns that secondary uses such as model training are hard to justify as reasonably expected
by individuals.
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.7.Doyouuse our data, or data generated fromiit, to train orimprove Al models, yours or a third
party’s? Can that be switched off by contract?

8. Which features of your service use Al on our data, which third-party Al providers are involved, and
where is that processing done?

Reading the answers

U Vague answers on location or sub-processors are areason to ask again, not areason to
proceed.

O Anything promised in a sales conversation should appearin the contract.
(J Recordthe answers and the date. They are part of your evidence of reasonable steps.

() Revisitthe questions at renewal and when the supplier changesits service.

Next step

If several suppliers hold your most sensitive personal information, a structured review of those
arrangementsis usually more efficient than one-off questionnaires. Lexora’s data protectionreview
looks at supplier arrangements alongside your other privacy controls.

General information, notlegal advice. Supplier contracts and cross-borderarrangements should be
reviewed by yourlegal adviser.
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Bettergovernance.
Greater confidence.

Lexorais an Australian-first advisory business. We help organisations
understand their privacy, data and Al obligations, assess risk, build
governance frameworks and put practical controls in place.
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